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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 4
Issue 2

SUBJECT:

I.

4/22/10
Date
USE AND DISCLOSURE OF DE-IDENTIFIED INFORMATION AND
LIMITED DATA SETS

Purpose
The purpose of this procedure is to set forth standards under which PHI can be used and
disclosed when identifying information has been removed or restricted.

II.

Scope.
See County GENERAL - PRIVACY OF PROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue 2, Section IV. C., D., and E., subject
to the provisions of that procedure.

III.

Amendments This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
A.

General. Information that is de-identified is not subject to county’s privacy and
security protections afforded to individually identifiable health information,
unless it is later re-identified. A department may use an individual’s health
information to create de-identified information or disclose an individual’s health
information to a business associate for the purpose of creating de-identified
information.

B.

Requirements for De-Identification of Client Information. A department may
determine that an individual’s health information is de-identified by using one of
the following methods:
1.

Statistical Analysis. A statistician or other person with appropriate
knowledge of, and experience with, generally accepted statistical and
scientific principles and methods for rendering information not
individually identifiable:
a.

Has applied such principles and methods, and determined that the
risk is very small that the information could be used, alone or in
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combination with other reasonably available information, by a
recipient of the information to identify the person whose
information is being used; and
b.

2.

Has documented the methods and results of the analysis that justify
such a determination; or

Removal of Information. The department has ensured the following
identifiers of the individual or of relatives, employers, and household
members of the individual are removed:
a.

Names;

b.

All geographic subdivisions smaller than a State, including street
address, city, county, precinct, zip code, and their equivalent geo
codes. However, the initial three digits of a zip code may remain
on the information under certain circumstances;

c.

All elements of dates (except year) directly relating to an
individual, including birth date, dates of admission and discharge
from a health care facility, and date of death. For person age 90
and older, all elements of dates (including year) that would indicate
such age must be removed, except that such ages and elements may
be aggregated into a single category of “age 90 or older”;

d.

Telephone numbers;

e.

Fax numbers;

f.

Electronic mail addresses;

g.

Social security numbers;

h.

Medical record numbers;

i.

Health plan beneficiary numbers;

j.

Account numbers;

k.

Certificate or license numbers;

l.

Vehicle identifiers and serial numbers, including license plate
numbers;

m.

Device identifiers and serial numbers;
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n.

Web Universal Resource Locators (URLS);

o.

Internet Protocol (IP) address numbers;

p.

Biometric identifiers, including fingerprints and voiceprints;

q.

Full face photographic images and any comparable images; and

r.

Any other unique identifying number, characteristic, or codes, and

Department has no actual knowledge that other information could be used alone
or in combination with other information to identify an individual who is the
subject of the information.
C.

Re-Identification of De-Identified Information.
1.

2.

D.

Any code or other mechanism of record identification designed to enable
re-identification of de-identified information cannot:
a.

Be derived from or related to information about the individual or
translate to identify the individual; and

b.

Be disclosed for any other purpose, except as otherwise permitted
by County HIPAA procedures or as required by law.

In the event that de-identified information becomes re-identified, the
County HIPAA procedures govern.

Requirements for Limited Data Set.
1.

For purposes of research, public health activities, and health care
operations, department may use or disclose a limited data set of an
individual’s health information which will then be considered “deidentified.” Prior to disclosing this limited data set to outside individuals
or entities, department will enter into a data use agreement with such
individuals or entities as provided for in Section D.2 of this Procedure. A
limited data set is health information which excludes the following direct
identifiers of the individual or the individual’s relatives, employers, or
household members:
a.

Names;

b.

Postal address information, other than town or city, state and zip
code;

c.

Telephone numbers;
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2.

d.

Fax numbers;

e.

Electronic mail addresses;

f.

Social security numbers;

g.

Medical record numbers;

h.

Health plan beneficiary numbers;

i.

Account numbers;

j.

Certificate / license numbers;

k.

Vehicle identifiers and serial numbers, including license plate
numbers;

l.

Device identifiers and serial numbers;

m.

Web Universal Resource Locators (“URLs”);

n.

Internet Protocol (“IP”) address numbers;

o.

Biometric identifiers, including finger and voice prints; and

p.

Full-face photographic images and any comparable images.

Data use agreement: Prior to disclosing the limited data set to non-county
individuals or entities for the purposes specified in Section D.1 above,
Department will enter into a data use agreement which includes the
following provisions:
a.

A provision which establishes the permitted uses and disclosures of
such information by the recipient of the limited data set (the data
use agreement may not authorize the limited data set recipient to
use or further disclose the information in a manner that would
violate the agreement or any of the HIPAA requirements);

b.

A provision which establishes who is permitted to use or receive
the limited data set; and

c.

A provision which provides that the recipient of the limited data set
will:
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 5
Issue 2

SUBJECT:

I.

4/22/2010
Date
USE AND DISCLOSURE OF PERSONAL HEALTH INFORMATION (PHI)
PURSUANT TO INDIVIDUAL’S WRITTEN AUTHORIZATION

Purpose.
The purpose of this procedure is to specify when an individual’s authorization is
required, the required terms of a written authorization and other related procedures.

II.

Scope.
See County GENERAL - PRIVACY OF -PROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue 2, paragraph IV.C., D., and E. subject
to the provisions of that procedure.

III.

Amendments.
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
A.

General.
Departments shall not use or disclose PHI without a signed
authorization from the individual, unless authorized by this procedure or as
otherwise permitted or required by law. Any uses and disclosures shall be
consistent with what the individual has authorized on a signed authorization form.
For uses or disclosures without individual’s authorization – see procedures
regarding “USES AND DISCLOSURES WHICH DO NOT REQUIRE A
WRITTEN AUTHORIZATION OR OPPORTUNITY TO AGREE/OBJECT”:
and “USES AND DISCLOSURES REQUIRING AN OPPORTUNITY TO
AGREE OR TO OBJECT, BUT NO WRITTEN AUTHORIZATION”

B.

When Authorizations are Required.
Generally, a signed authorization is required in the following situations:
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C.

1.

For any purpose in which state or federal law requires a signed
authorization.

2.

Prior to an individual’s enrollment in a department administered health
plan, if necessary for determining eligibility or enrollment.

3.

For use and disclosure of psychotherapy notes, except to carry out the
following treatment, payment or health care operations:
a.

Use by the originator of the notes for treatment; or by a health
oversight agency in connection with oversight of the notes originator

b.

Use or disclosure by the department for mental health training, under
supervision, to improve, group, joint, family or individual counseling
skills.

c.

To the extent authorized under state law to defend department in a
legal action, or other proceeding brought by individual

4.

For research purposes unrelated to the individual’s treatment.

5.

For disclosures to an employer for use in employment-related
determinations.

Form of Authorization.
The departments shall use a written authorization form which includes at least the
following information, but may include additional elements/information as long
as not inconsistent with elements below.
1.

The name or other specific identification of the person(s) or entity
authorized to make the requested use or disclosure;

2.

The name or specific identification of the person(s) or entity to whom the
use or disclosure will be made;

3.

A specific and meaningful description of the information to be used and/or
disclosed;

4.

A description of each purpose of the requested use or disclosure (but
statement “at request of the individual” is sufficient when individual
initiates the authorization and does not provide a statement of purpose).

5.

A statement that department will not condition treatment, payment, health
plan enrollment, or health benefits eligibility upon the receipt of the
individual’s authorization (with certain limited exceptions, as discussed
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below). If one of the exceptions in F. applies, the department shall state
the consequences to the individual of a refusal to sign;

D.

6.

An expiration date, or an event that will trigger expiration of the
authorization that relates to the individual or the purpose of the use or
disclosure;

7.

A statement of the individual’s right to revoke the authorization in writing,
exceptions to the right to revoke, together with a description of how the
individual may revoke the authorization. The authorization shall reference
to Notice of Privacy Practices if right to revoke is included in that Notice.
Upon written notice of revocation, further use or disclosure of PHI shall
cease immediately except to the extent that the office, facility, program or
employee has acted in reliance upon the authorization or to the extent that
use or disclosure is otherwise permitted or required by law;

8.

A statement that re-disclosure by the recipient of the information is
prohibited if such redisclosure is prohibited by applicable state or federal
law. See Section G. below.

9.

Where re-disclosure is not otherwise specifically prohibited, a statement
that the information may, in certain instances, be re-disclosed by the
recipient of the information, in which case it is no longer subject to the
HIPAA Privacy Rule standards;

10.

Signature of the individual or the individual’s legal or personal
representative and the date of signature;

11.

If the signature belongs to the individual’s legal representative, a
description of that person’s authority to act on behalf of the individual, or
if signed by personal representative, a description of such representative’s
authority to act must be provided;

Defective Authorizations
An authorization is not valid if:
1.

The expiration date has passed or the expiration event is known to have
occurred.

2.

The authorization has not been filled out completely for the information
required in section C. “Form of Authorization” above, if applicable.

3.

The covered entity knows the authorization has been revoked.
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E.

4.

The authorization violates section E. the “Compound Authorization” or
section F. “Conditioning Care and Treatment on Obtaining
Authorization.”

5.

Any information in the authorization is known by the covered entity to be
false.

Compound Authorizations
An authorization for use or disclosure of PHI may not be combined with any other
document to create a compound authorization, unless one of the following
exceptions applies:

F.

1.

An authorization for a use and disclosure of PHI for research may be
combined with any other type of written permission for the same research
study;

2.

An authorization for a use or disclosure of psychotherapy notes may only
be combined with another authorization for a use or disclosure of
psychotherapy notes.

3.

Authorizations for the use or disclosure of PHI (other than psychotherapy
notes) may be combined, but only if department has not conditioned the
provision of treatment, payment, enrollment, or eligibility upon obtaining
one of the authorizations.

Conditioning Treatment, Payment, Benefits, on Obtaining Authorization
Departments may not condition the provision of treatment, payment, and
enrollment in the health plan, or eligibility for benefits on the individual providing
written authorization, except:
1.

The provision of research-related treatment may be conditioned upon
obtaining an authorization.

2.

A health plan may condition enrollment in the plan or eligibility for
benefits on provision of an authorization prior to enrollment if:

3.

a.

The authorization is sought for the health plan’s eligibility or
enrollment determinations or underwriting or risk determinations;

b.

The authorization is not for a use or disclosure of psychotherapy
notes.

The provision of health care that is solely for the purpose of creating PHI
for disclosure to a third party. For example, a court may require an
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individual to obtain a mental health evaluation, and the department
providing the evaluation may require a signed authorization to release the
evaluation report as a condition to providing the evaluation.
G.

Re-Disclosure of an Individual’s Information
PHI held by a department and authorized by the individual for disclosure may be
subject to re-disclosure, unless prohibited by state or federal laws court protective
orders or other lawful process. Examples where re-disclosure is prohibited
include:

H.

1.

Vocational Rehabilitation and Alcohol and Drug Rehabilitation
information (42 CFR part 2 and 34 CFR 361.38) prohibit re-disclosure
without the specific written authorization of the individual.

2.

Oregon law and administrative rule prohibits re-disclosure of HIV
information.

3.

Oregon law (ORS 179.505) allows limited re-disclosure when a written
account can be released without consent, i.e., medical emergency, deidentified information for research, program evaluation, peer review, fiscal
audits, to government agency for service payment reasons, where
professional judgment of a provider indicates a clear and immediate
danger to others or to society. This applies to publicly funded mental
health or developmental disability providers.

Revocation of Authorization
1.

An individual can revoke an authorization at any time, provided that it is
in writing, except to the extent that:
a.

The department has taken action in reliance on a valid
authorization (example includes department conditioning treatment
on signed authorization and providing such treatment, or already
releasing information while the authorization was valid and in
effect); or

b.

If authorization was obtained as a condition to obtaining insurance
coverage and other law provides the insurer with the right to
contest a claim or the policy itself; or

c.

Alcohol and drug treatment participants may orally revoke
authorization to disclose information obtained from alcohol and
drug treatment programs, except to the extent the department has
taken action on a valid authorization. Oral revocations shall be
documented and maintained in the individual’s record.
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 6
Issue 2

SUBJECT:

I.

4/22/2010
Date
USES AND DISCLOSURES REQUIRING AN OPPORTUNITY TO AGREE
OR OBJECT, BUT NO WRITTEN AUTHORIZATION

Purpose.
The purpose of this procedure is to set forth uses and disclosures requiring that an
individual have an opportunity to agree or object, but no written authorization.

II.

Scope.
See County GENERAL - PRIVACY OF-PROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue 2, paragraph IV.C., D., and E.

III.

Amendments.
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures.
A department may use or disclose PHI, provided that the individual is informed in
advance of the use or disclosure and has the opportunity to agree, prohibit, or restrict the
use or disclosure under these limited circumstances and conditions:
A.

Facility Directories
1.

Use and disclosure of limited information for facility directories to clergy
or other persons who ask for the individual by name.

2.

There are exceptions to the opportunity to agree or object due to an
incapacity or emergency.

3.

A department may orally inform the individual of an obtain the
individual’s oral agreement or objection to this use or disclosure, except
for individual’s receiving substance abuse or mental health treatment
which requires written authorization.
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B.

Friends and Family
1.

2.

3.

4.

Departments may disclose an individual’s PHI to a family member, other
relative, close personal friend, or any person identified by the individual
who are involved in the individual’s care if:
a.

The amount of PHI disclosed is directly relevant to their
involvement in the individual’s care or with payment related to the
individual’s care; or

b.

The disclosure is necessary to assist the department in identifying,
locating, or notifying a family member, the individual’s personal
representative, or another person responsible for the individual’s
care in order to communicate the individual’s location, general
condition or death.

If the individual is present at the time of, or generally available prior to the
disclosure, Department may disclose the individual’s PHI if:
a.

It has obtained the individual’s verbal agreement;

b.

It provides the individual with an opportunity to object to the
disclosure and the individual does not express an objection; or

c.

It can reasonably infer from the circumstances that, in the exercise
of professional judgment, the individual does not object to the
disclosure.

If the individual is not present at the time the disclosure is made, or an
opportunity to agree or object cannot practicably be provided due to the
individual’s incapacity or an emergency situation, Department may
disclose the individual’s PHI to persons involved in the individual’s care
if:
a.

It has determined, in the exercise of professional judgment, that the
disclosure is in the best interests of the individual, and

b.

The amount of PHI disclosed is directly relevant to the person’s
involvement in the individual’s care.

Department may disclose an individual’s PHI to a public or private entity
authorized by law to assist in disaster relief efforts for the purpose of
notifying (including the identification and location of) an individual’s
family member, personal representative, or other person in order to
communicate the individual’s location, general condition, or death.
Department may provide the individual with an opportunity to agree or
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 7
Issue 2

SUBJECT:

I.

4/22/2010
Date
USES AND DISCLOSURES WHICH DO NOT REQUIRE A WRITTEN
AUTHORIZATION OR OPPORTUNITY TO AGREE/OBJECT

Purpose.
To set forth the uses and disclosures that don’t require written authorization or
opportunity to agree/object.

II.

Scope.
See County GENERAL - PRIVACY OF PROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue 2, paragraph IV.C., D., and E. subject
to the provisions of that procedure

III.

Amendments.
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
Certain uses or disclosures by a department may be made without the agreement or
authorization of the individual. To the extent not prohibited or otherwise limited by
federal or state requirements applicable to the program or activity, a department may use
or disclose PHI without agreement or authorization in the following circumstances:
A.

Without Authorizations
1.

Individuals may access their own information, with certain limitations (see
“INDIVIDUAL’S RIGHTS TO RESTRICT, ACCESS, AMEND AND
RECEIVE ACCOUNTING”).

2.

A department may disclose information for purposes of its own payment,
treatment, and health care operations.

3.

A department may disclose information to another covered entity or health
care provider for the payment activities of the entity receiving the

PAGE 1 of 9

information, except that written accounts under ORS 179.505(4)(c) may
only be disclosed to another governmental agency.
4.

Internal communication within a department’s covered program/activity is
permitted without individual authorization, in compliance with
“MINIMUM NECESSARY USES AND DISCLOSURES’ policy.
*
Alcohol and drug, mental health, and vocational rehabilitation
records’ disclosure may be limited to particular program areas
named on the authorization form. If such a limitation is noted on
the authorization form, disclosure is limited to the parties named.

5.

A department may use or disclose psychotherapy notes:

6.

a.

To the originator of notes for treatment;

b.

In training programs where students, trainees, or practitioners in
mental health learn under supervision to practice or improve their
skills in group, joint, family, or individual counseling;

c.

When a health oversight agency uses or discloses in connection
with oversight of the originator of the psychotherapy notes; or

d.

To the extent authorized under state law to defend a department or
the County in a legal action or other proceeding brought by the
individual.

To avert a serious threat to health or safety, a department may disclose
individual information without authorization if:
a.

Department believes in good faith that the information is necessary
to prevent or lessen a serious and imminent threat to the health or
safety of the individual or the public; and

b.

The report is to a person or person reasonably able to prevent or
lessen the threat, including the target of the threat.

7.

In case of an emergency, a department may disclose individual
information without authorization to the extent needed to provide
emergency treatment.

8.

a.
Public Health. Nothing in this policy is intended to prohibit a
public health authority from receiving, using or disclosing PHI or from
disclosing such information to other governmental public health
authorities. A written authorization from the individual is not required for
such use or disclosure.
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b.

9.

Uses and Disclosures. PHI may be used or disclosed to:
i.

A public health authority authorized by law to collect or
receive information for the purpose of preventing or
controlling disease, injury or disability, reporting vital
events,
conducting
public
health
surveillance,
investigations or interventions, or at the direction of a
public health authority, to an official of a foreign
government agency;

ii.

A public health or other government authority authorized
by law to receive reports of child abuse or neglect;

iii.

A person subject to the jurisdiction of the Food and Drug
Administration (FDA) regarding his/her responsibility for
quality, safety or effectiveness of an FDA regulated
product or activity, to report adverse events, product
defects or problems, track products, enable recalls, repairs
or replacements, or conduct post-marketing surveillance;

iv.

PHI of potential organ/tissue donors may be disclosed to
the designated organ procurement organization and tissue
and eye banks.

v.

A person who may have been exposed to a communicable
disease, or at risk of contracting or spreading a disease or
condition if a public health authority is authorized by law to
notify such person.

A department may disclose individual information without authorization
for health oversight activities authorized by law, including audits; civil,
criminal, or administrative investigations, prosecutions, or actions;
licensing or disciplinary actions; Medicaid fraud; or other activities
necessary for oversight.
a.

Department may disclose information to a health oversight agency
to the extent the disclosure is not prohibited by state or federal law
for its oversight activities of:
i.

The health care system;

ii.

Government benefit programs for which the information is
relevant to eligibility;
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b.

iii.

Entities subject to government regulatory programs for
which the information is necessary for determining
compliance with program standards; or

iv.

Entities subject to civil rights laws for which the information
is necessary for determining compliance.

Exception: a health oversight activity for which information may
be disclosed does not include an investigation or other activity of
which the individual is the subject unless the investigation or other
activity is directly related to:
i.

The receipt of health care;

ii.

A claim to recover public benefits related to health or

iii.

Qualifying for or receiving public benefits or services
based on the health of the individual.

c.

If a health oversight activity or investigation is conducted in
conjunction with an oversight activity or investigation relating to a
claim for public benefits not related to health, the joint activity is
considered a health oversight activity for purposes of this section.

d.

When department is acting as a health oversight agency,
department may use information for health oversight activities as
permitted under this section.

e.

For written accounts under ORS 179.505, the individual’s identity
should not be disclosed, except when the disclosure is essential to
the audit or the disclosure benefits the provider or patient.

f.

For drug and alcohol records, qualified personnel may receive an
individual’s PHI to conduct management or financial audits
provided they do not disclose an individual’s identity in any report
of such audit.

PHI must be disclosed as requested, to the Secretary of DHHS related to
compliance and enforcement efforts.
10.

Quality Assessment and Detecting Fraud and Abuse. A department may
disclose information without authorization to another entity covered by
federal HIPAA law and rules for the health care activities of that entity, if:
a.

Both that entity and department has or had a relationship with the
individual who is the subject of the information.
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11.

b.

The information pertains to such relationship; and

c.

The disclosure is for the purpose of:
i.

Conducting quality assessment and improvement activities,
including: outcome evaluation and development of clinical
guidelines, provided that obtaining generalized knowledge
is not the primary purpose of any studies resulting from
such activities; population-based activities relating to
improving health or reducing health care costs; protocol
development; case management and care coordination;
contracting health care providers and patients with
information about treatment alternatives; and related
functions that do not include treatment; or

ii.

Reviewing the competence or qualifications of health care
professionals, evaluating practitioner and provider
performance; conducting training programs in which
students, trainees or practitioners in areas of health care
learn under supervision to practice or improve their skills
as health care providers; training of non-health care
professionals; accreditation, certification, licensing, or
credentialing activities; or

iii.

Detecting health care fraud and abuse or for compliance
purposes.

iv.

For drug and alcohol records, qualified personnel shall not
identify individuals, directly or indirectly, in any report of
such program evaluation.

Required or Authorized by Law. PHI may be used or disclosed without
written authorization to the extent such use or disclosure is required by
law or complies with and is limited to the use or disclosure authorized by
law.
a.

If a department has reasonable cause to believe that a child is a
victim of abuse or neglect, department may disclose protected
information to appropriate governmental authorities authorized by
law to receive reports of child abuse or neglect

b.

If department has reasonable cause to believe that an adult is a
victim of abuse or neglect (elder abuse, nursing home abuse, abuse
of mentally ill or developmentally disabled), department may
disclose protected information, as required by law, to a
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government authority, including but not limited to social service or
protective services agencies authorized by law to receive such
reports if:

c.

12.

i.

Required by law and only to the extent necessary to
comply; or

ii.

The individual agrees to the disclosure; or

iii.

When department staff, in their professional judgment
believes the disclosure is necessary to prevent serious
harm; or

iv.

When the individual is unable to agree because of
incapacity, a law enforcement agency or other public
official authorized to receive the report states that the PHI
sought is not intended to be used against the individual, and
an immediate law enforcement activity would be materially
and adversely affected by waiting until capacity is restored.

v.

When department staff make a disclosure, they must inform
the individual that such a report has been or will be made
except if they believe, in the exercise of professional
judgment, that disclosure of the information to the
individual or their personal representative would place the
individual or another person at risk of serious harm.

If the department is required by law to report, such report should
only include information necessary to comply with law.

Judicial and Administrative Proceedings. Unless prohibited, or otherwise
limited, by federal or state law applicable to the program or activity
requirements, department may disclose PHI without authorization in the
course of any judicial or administrative proceedings, in response to an
order of a court or other lawful process. State law or other federal law
should be followed, as applicable when more protective of confidentiality
for subpoenas, discovery requests, or other process issued by third parties
or court or administrative tribunal/judge.
a.

Department may use or request information to investigate a
grievance or appeal made to department about an individual’s
eligibility or right to benefits or services.

b.

If a court orders department to conduct a mental examination (such
as in accordance with state law at ORS 161.315, 161.365, 161.370,
ORS 419B.352), or orders department to provide any other report
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or evaluation to the court such examination, report or evaluation
shall be deemed to be “required by law” for purposes of HIPAA,
and department staff will comply with the court order.
c.

No written account from a community health care provider may be
used to initiate or substantiate any criminal, civil, administrative,
legislative or other proceedings conducted by federal, state or local
authorities against the individual or to conduct any investigations
of the individual. If the individual is a party to an action and
voluntarily produces evidence regarding an issue to which a
written account would be relevant, the written account may be
released.

d.

Drug and alcohol records shall not be used to initiate or
substantiate any criminal charges against an individual or to
conduct any investigation of an individual. In addition, such
records may be disclosed only after an appropriate order of a court
granted upon application showing good cause.

13.

Law Enforcement. For limited law enforcement purposes, to the extent
authorized by applicable federal or state law, department may report
certain injuries or wounds; provide limited information to identify or
locate a suspect, fugitive, victim, witness or missing person (including
name and address, date and place of birth, social security number, blood
type and RH factor, type of injury, date and time of treatment, date and
time of death, as applicable, a description of distinguishing physical
characteristics.
*
Exceptions: DNA, dental records, typing, samples, analysis of
bodily fluids or tissues, unless ordered by court or required or
authorized by law); alert law enforcement of a death as a result of
criminal conduct; and provide information which constitutes
evidence of criminal conduct on County premises. See, county
policy on COMPLAINTS, ENFORCEMENT, SANCTIONS,
AND MITIGATION, Section IV. F. c. iii.

14.

Correctional Institutions. Department may disclose information without
authorization to a correction institution or a law enforcement official
having lawful custody of an inmate or other individual, only for the
purposes of providing health care; or, ensuring the health and safety of
individual, other inmates, officers or employees of the correctional
institution, individuals and officers responsible for transporting inmates;
or for law enforcement on the premises or for the safety, security and good
order of the correctional institution.

15.

Decedents. Department may disclose to a coroner or medical examiner,
for the purpose of identifying a deceased person, determining a cause of
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death, or other duties authorized by law. If department personnel are
performing the duty or function of a coroner or medical examiner, they
may use an individual’s information for such purposes. Department may
disclose individual information without authorization to funeral directors,
consistent with applicable law, as needed to carry out their duties
regarding the decedent and may also disclose such information prior to,
and in reasonable anticipation of, the death. Department may disclose
individual information without authorization to organ procurement
organizations or other entities engaged in procuring, banking or
transplantation of cadaver organs, eyes, or tissue, for the purpose of
facilitating transplantation.
16.

Research. Department may disclose individual information without
authorization for research purposes, as specified in “USES AND
DISCLOSURES FOR RESEARCH PURPOSES AND WAIVERS”
policy.

17.

Public Benefits.

18.

a.

PHI related to eligibility for or enrollment in a health plan may be
disclosed by health plan providing benefits to the public to another
agency administering a government program providing benefits
where sharing a single or combined data system accessible to all
such governmental agencies is required or authorized by statute or
regulation.

b.

With limitations, two government agencies covered by HIPAA and
both providing public benefits may share PHI if the programs serve
the same or similar populations and disclosure is necessary to
coordinate or improve administration and management relating to
covered functions. One application is to governmental agencies
which coordinate eligibility for their programs, or offer services
through the same delivery systems and contracts. Any broader
application should be approved by Legal Counsel.
*
Exception: Written accounts of community health care
providers, under ORS 179.505, can be disclosed to another
governmental agency when necessary for one to secure
compensation for services rendered in the treatment of the
individual.
Disclosure for other coordination of
administration or management functions is not permitted.

Special Government Functions. Department may disclose individual
information without authorization for other specialized government
functions, including authorized federal officials for the conduct of lawful
intelligence, counterintelligence, and other national security activities that
federal law authorizes.
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 8
Issue 2

SUBJECT:

I.

4/22/2010
Date
VERIFICATION OF PERSONS SEEKING DISCLOSURE OF PERSONAL
HEALTH INFORMATION (PHI)

Purpose.
The purpose of this procedure is to establish a process for verifying the identity and
authority of persons seeking disclosures of an individual’s PHI.

II.

Scope.
See County GENERAL - PRIVACY OF PROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue 2, Section IV. C., D., and E. subject to
the provisions of that procedure

III.

Amendments.
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
A.

General. Departments shall verify the identity of the a person requesting PHI and,
the authority of such person to have access to PHI, if the identity or authority of
such person is not known to the covered entity.

B.

Verification of Identity. Where the department does not know the identity of the
person seeking disclosure of an individual’s PHI, the department will verify the
person’s identity as follows:
1.

For public officials, the department may rely on the following
documentation, statements or representations:
a.

If the request is made in person, presentation of an agency
identification badge, other official credentials, or other proof of
government status;
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C.

b.

If the request is in writing, the request is on the appropriate
government letterhead; or

c.

If the disclosure is to a person acting on behalf of a public official,
a written statement on appropriate government letterhead that the
person is acting under the government's authority or other evidence
or documentation of agency, such as a contract for services,
memorandum of understanding, or purchase order, that establishes
that the person is acting on behalf of the public official.

Verification of Authority – Specific Requirements
1.

2.

3.

To verify the authority of a public official, department may rely on any of
the following (if such reliance is reasonable under the circumstances):
a.

A written statement of the legal authority under which the
information is requested or, if a written statement is impracticable,
an oral statement of such legal authority;

b.

If a request is made pursuant to legal process, a warrant, subpoena,
order or other legal process issued by a grand jury or a judicial or
administrative tribunal will be presumed to constitute legal
authority.

To verify the authority of a law enforcement official, department may
rely on the following documentation, statements or representations:
a.

A court order or court-ordered warrant, or a subpoena or summons
issued by a judicial officer;

b.

A grand jury subpoena; or

c.

An administrative request, including an administrative subpoena or
summons, a civil or an authorized investigative demand, or similar
process authorized under law, provided that a) the information
sought is relevant and material to a legitimate law enforcement
inquiry, b) the request is specific and limited in scope to the extent
reasonably practicable in light of the purpose for which the PHI is
sought, and c) de-identified information could not reasonably be used.

To verify the authority of a researcher to obtain PHI pursuant to a waiver
of authorization, department may rely on the following documentation,
statements or representations that:
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 9
Issue
2

SUBJECT:

I.

4/22/2010
Date
MINIMUM NECESSARY USES AND DISCLOSURES OF PROTECTED
HEALTH INFORMATION

Purpose
The purpose of this procedure is to set forth minimum necessary requirements for use
and disclosure of PHI

II.

Scope
See County GENERAL - PRIVACY OF-PROTECTED HEALTH INFORMATION
(PHI) procedure, Chapter 4, Section 1, Issue 2, paragraph IV.C., D., and E., and subject
to that procedure.

III.

Amendments
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
A.

General. First, a department will to the extent possible limit use, disclosure
and/or requests for PHI to a “limited data set” that excludes identifiers as set forth
in 45 CFR 164.514(e) and APM Chapter 4, Section 4. It this is not possible and if
needed by the department, it will make reasonable efforts, based upon
professional judgment, to use, disclose and/or request only that PHI which is
minimally necessary to accomplish the purpose of the use, disclosure and/or
request to provide services and benefits to individuals.

B.

Use of PHI and Role-based Access. Access to PHI by the department’s
workforce will, to a reasonable extent, be limited by role, and to identified types
of PHI, based on a reasonable determination of the persons or classes of persons
who require PHI, and the nature of the health information they require to perform
job responsibilities.

C.

Routine and Recurring Disclosures: For any type of disclosure or request for
disclosure that is made on a routine and recurring basis, departments will
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establish their own policies which limit the disclosed PHI, or the request for
disclosure, to that which is reasonably necessary to achieve the purpose of the
disclosure or request. Such policies will identify the types of PHI typically
disclosed, the types of persons who regularly receive the PHI, and the conditions
that would apply to such access. This applies to disclosures or requests for
disclosure outside the covered departments program/activity (including between
covered and non-covered programs within the same department and without
authorization of the individual.)
Examples of “routine and recurring” may include:
1.

Disclosures required by law;

2.

Disclosures to Lane County Legal Counsel for the purpose of obtaining its
advice and legal services;

3.

Disclosures to federal or state agencies exercising legal authority to carry
out audit or oversight of a department’s programs or activities.

D.

As applicable, for non-routine disclosures, a
Non-Routine Disclosures:
department will develop criteria designed to limit the PHI disclosed to the
information reasonably necessary to accomplish the purpose for which disclosure
is sought and review requests for disclosure on an individual basis in accordance
with the criteria.

E.

Disclosure of Individual’s Entire Medical Record: Departments will not disclose
a individual’s entire medical record unless such disclosure is specifically justified
as the amount that is reasonably necessary to accomplish the intended purpose or
one of the exceptions noted above applies.

F.

Exceptions to Minimum Necessary: This policy does not apply to:
1.

Disclosures to or requests by a health care provider for treatment;

2.

Disclosures made to the individual about his or her own protected
information;

3.

Uses or disclosures authorized by the individual that are within the scope of
the authorizations;

4.

Disclosures made to DHHS;

5.

Uses or disclosures that are required by law.
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 10
Issue
2

SUBJECT:

I.

4/22/2010
Date
INDIVIDUAL’S RIGHTS TO RESTRICT, ACCESS, AMEND, AND RECEIVE
ACCOUNTING

Purpose
The purpose of this procedure is to set forth an individual’s rights to add additional
privacy protections, to request amendments, and to receive access and information about
disclosures.

II.

Scope
See County GENERAL - PRIVACY OFPROTECTED HEALTH INFORMATION
(PHI) procedure, Chapter 4, Section 1, Issue 2, paragraph IV.C., D., and E, and subject to
that procedure.

III.

Amendments
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
A.

Right to Access, Inspect or Receive Copies
1.

General. Subject to certain exceptions and limitations, individuals have a
right to access, inspect, and obtain a copy of their protected health
information in department files or records maintained for them, or any PHI
in a designated record set.
a.
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For records defined in ORS 192.515, third parties who protect and
advocate the rights of individuals with developmental disabilities under
part C of the Developmental Disabilities Assistance and Bill of Rights Act
(42 USC 6041, et. seq.) and the rights of individuals with mental illness
under the Protection and Advocacy for Individuals with Mental Illness Act
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(42 USC 10801, et. seq.), also shall have the access within the system
described in ORS 192.517(1).

2.
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b.

Regardless of authority to act on behalf of an un-emancipated
minor, a department may provide access to PHI of an unemancipated minor to a parent, guardian, or other person standing
in as parent (legal custody) only if and to the extent permitted or
required, and not prohibited by, an applicable provision of state or
other law. Where there is no applicable access provision under
state or other law, the access decision must be made by a licensed
health care professional exercising professional judgment.

c.

A department may require individuals to make requests for access
in writing, but must inform the individual of this requirement in the
Notice of Privacy Practices. *Exception: Client of community
health care provider is required to submit request for copies in
writing. Otherwise, departments should document the individual’s
request and reasons for granting it or denying it in the individual’s
file.

d.

A department may, in its discretion, further specify the contents of
a designated record set beyond the definition included in
GENERAL - PRIVACY OF PROTECTED HEALTH
INFORMATION (PHI), APM Chapter 4, Section 1, paragraph IV.
G.

Denial of Access Without a Right to Review. Access and copies may be
denied without affording the individual an additional right for review of
the denial for:
a.

Psychotherapy notes;

b.

Information compiled, in reasonable anticipation of or, for use in
civil, criminal or administrative proceedings, and protected by
attorney work-product privilege (state law may prohibit
disclosure);

c.

Information subject to federal Clinical Labs Improvement
Amendment of 1988, or exempt pursuant to 42 CFR 493.3(a)(2) or
the Privacy Act (5 USC 552a);

d.

Information collected in the course of research that includes
treatment of the individual and the individual agreed to a
suspension of the right of access during the research period;
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3.

4.
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e.

Information obtained from a third party under a promise of
confidentiality, and access would reveal the source of the
information;

f.

Information where release is prohibited by state or federal laws;

g.

Information is requested by an inmate which is maintained by a
correction institution, or by the department on behalf of a
correctional institution, when such access would endanger the
health, safety, security, custody, or rehabilitation of the requesting
inmate or other inmates or the safety of any officer, employee, or
other person at the correction institution or responsible for the
transporting of an inmate.

Denial of Access with a Right to Review. Departments may deny a
individual’s request to access or copy PHI, provided that it give the
individual a right to have the denial reviewed, in the following
circumstances:
a.

A licensed health care professional or other designated staff has
determined, in the exercise of professional judgment, that the
information requested may endanger the life or physical safety of
the individual or another person; or

b.

The protected information makes reference to another person, and
a licensed health care professional or other designated staff has
determined, in the exercise of professional judgment, that the
information requested may cause substantial harm to the individual
or the other person; or

c.

The request for access is made by the individual’s personal
representative, and a licensed health care professional or other
designated staff has determined, in the exercise of professional
judgment, that allowing the personal representative to access the
information may cause substantial harm to the individual or to
another person.

Written Denial of Access. For both a denial of access with and without a
right of review, and in whole or in part, the department shall provide the
individual with a written denial covering the portion to be denied. A
written denial of access to or copies of PHI must be provided to the
individual within the time limits set forth in 1 and 2 under “Response
Time,” below. The written denial shall include the basis for the denial, a
description of the right of review and how to exercise as applicable, and
the process for submitting a complaint to the department (including the
name or title of contact person, and phone number) or to DHHS.
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5.

Right of Review. If the basis for denial of access to inspect or obtain a
copy gives a right of review, the individual has a right to have the denial
reviewed by another licensed professional who did not participate in the
original denial decision. Such review must be complete within a
reasonable period of time, and the department shall: a) provide the
individual with notice of the reviewer’s decision, and b) comply with the
decision from this review.

6.

Provision of Access. Where departments will grant access to inspect or
obtain copies in whole, or in part, departments shall:
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a.

Notify the individual which portion or all that the request for
access is granted, exclude any to which access is denied, and
provide timely access in accordance with 7. below.

b.

If the department maintains information about the individual in a
record that includes information about third parties, the individual
is only authorized to see information about himself or herself,
unless there is some other basis for also allowing access to the
third party information under law, i.e., the individual’s minor child
is the third party.

c.

Provide the information in the form or format requested if it is
readily producible in such form or format, or in a readable hard
copy or other form or format as mutually agreed to; however,
where a department uses or maintains an electronic record with an
individual’s PHI, the individual has a right to obtain a copy of such
information in electronic format.

d.

Provide the access or copies in a time and place convenient for the
individual and the department. This may include mailing the
information to the individual if the individual so requests or agrees.

e.

If the individual agrees in advance, a department may provide a
summary or explanation of the requested information in lieu of
providing access.

f.

If the information is maintained in more than one place, the
information need only be produced once in response to a current
request for access.

g.

If the department does not maintain, in whole or in part, the
requested information, and knows where the information is
maintained, the department shall inform the individual of where to
request access.
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h.

7.

8.

9.
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Provide access or copies of PHI that is held in the records of its
business associates, unless the PHI is the same as that maintained
by the department.

Response Time
a.

With the exception of “written accounts” under ORS 179.505
which must be acted upon within five days of receiving the
request, department must respond to an individual’s request for
access no later than 30 days after receiving the request if the PHI is
located or accessible on-site, or within 60 days after receiving the
request if the information is not maintained or accessible on-site.

b.

If the department is unable to respond within the 30 day or 60 day
time period, the department may extend the time for response by
no more than 30 days, provided that, within the original allotted
time period, the entity gives the individual written notice of the
reasons for the delay and the date by which a responsive action
will be taken.

Fees. Departments will comply with LM Chapter 60 in charging a fee for
copying information, and in creating any applicable summary or
explanation mutually agreed upon by the department and individual.
Departments may impose reasonable, cost-based fees for any of the
following:
a.

Copying, including the cost of supplies for and labor of copying;

b.

Preparation of an explanation or summary of the information,
provided that the individual has agreed in advance to such costs;
and

c.

Postage, when the individual has requested that the information be
mailed.

d.

Any fee that the department may impose for providing a copy of
PHI (or summary or explanation of such information) which is in
electronic form shall not exceed the department’s labor costs in
responding to the request.

Retention of Records. The department must document and retain for 6
years from the date of its creation, the designated record sets subject to
access and the names or titles of persons responsible for receiving and
processing requests for access, unless a longer retention period applies
based on other state or federal law.

Page 5 of 15

B.

Right to Request Amendment.
1.

General. An individual has the right to have the department amend the
PHI or other information in the designated record set for as long as the
department maintains the information, with certain exceptions. A
department may require the individual to submit a written request to
amend. Otherwise, a department should document the individual’s request
in their file.

2.

Accepting the Amendment. If the department accepts the amendment, in
whole or in part, it shall:

3.
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a.

Timely notify the individual, either orally or in writing, that the
amendment is accepted;

b.

Make the amendment by, at minimum, identifying the affected
records and appending or otherwise providing a link to the location
of the amendment.

c.

Obtain the individual’s agreement to allow the department to
notify other individuals or organizations with whom the
amendment needs to be shared, including any of the department’s
business associates and persons identified by the individual.

d.

Make reasonable efforts to inform and provide the amendment
within a reasonable time to any other person that the department
knows to have the affected PHI and that may have relied, or could
foreseeably rely, on the information to the individual’s detriment.

Denial of Request to Amend. The request to amend may be denied, if the
department determines that the information:
a.

Was not created by the department, unless the individual provides
reasonable basis to believe that the originator of the records is no
longer available to act on the request;

b.

Was not part of the designated record set;

c.

Would not be available for access, inspection, or to be copied and
provided to the individual pursuant to section A. Right to Access,
Inspect or Receive Copies, of this policy.

d.

Is accurate and complete.
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4.

5.
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Procedure for Denying the Amendment. If the department denies the
amendment, in whole or in part, it shall provide the individual with a
timely written denial, in plain language including:
a.

The basis for denial;

b.

Notice of the individual’s right to submit a written statement of
disagreement, and instructions on how to file the statement.

c.

A statement that, if the individual does not submit a statement of
disagreement, the client may request that future disclosures of the
PHI include copies of the request and denial.

d.

A description of how the individual may complain about the
decision using the department’s complaint process or to the U.S.
Secretary of Heath and Human Services.

Statement of Disagreement and Rebuttal.
a.

If a department has denied an individual’s request for an
amendment, the individual has the right to submit a written
statement disagreeing with the denial and identifying the reasons
for disagreement, subject to any reasonable page limitations.

b.

The department has the right to submit a written rebuttal to the
individual’s statement of disagreement and shall provide a copy of
the rebuttal to the individual.

c.

The department shall append or link the request for amendment,
denial of the request, the individual’s statement of disagreement, if
any, and the rebuttal, if any, to the record or protected health
information.

d.

If the individual has submitted a statement of disagreement, the
department shall include all documentation regarding the requested
amendment (including the client’s request for amendment, the
written denial, the statement of disagreement, and the department’s
rebuttal, if any) with any subsequent disclosure of the information.
Alternatively, a summary of this information may be included if
the individual agrees in advance.

e.

If an individual has not submitted a statement of disagreement, the
department will include the request for amendment and the denial
(or summary) with any future disclosure only if the individual has
requested such action.
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C.

6.

Response Time. A department must act on the request within 60 days of
receipt, or within 90 days if the entity notifies the client within the first 60
days of the reasons for delay and date by which action will be taken.

7.

Amendment by Other Covered Entity. If a department is notified by
another covered entity about an amendment to the record, the department
shall amend the information in its record by, at a minimum, identifying the
affected information and appending or otherwise providing a link to the
location of the amendment.

8.

Documentation and Retention of Records.
a.

The department shall document the titles of the person or offices
responsible for receiving and processing requests for amendments.

b.

All documentation regarding an individual’s right to request an
amendment of PHI, including any department specific policies or
procedures (and any modifications and/or amendments thereto, the
client’s request, and written denials, statement of disagreement,
rebuttal, documentation in 1. of this section H., shall be maintained
for a period of not less than 6 years from the date that the
documentation was first created or last in effect, whichever is later,
unless a longer retention period applies based on other state or
federal law.

Right to Request Restriction.
1.

General. Departments shall permit an individual to request that it restrict
uses and disclosures of PHI for carrying out treatment, payment, or health
care operations or disclosures to family or others involved in the
individual’s care. However, the department is not required to agree to a
restriction requested by the individual, or may agree in part and deny in
part, except it must agree: a) if the disclosure is to a health plan for
purposes of payment or health care operations (and not for purposes of
carrying out treatment) unless otherwise provided by law; and b) if the
PHI pertains solely to a health care item or service for which the health
care provider has been paid out of pocket in full. In addition, certain
Alcohol and Drug and Vocational Rehabilitation programs can only use
information that is authorized by the individual and a requested restriction
may affect the ability to provide the service.
A department may request that an individual submit a written request to
restrict. Otherwise, the department should document the individual’s
request in their file. Documentation including the request and disposition
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shall be retained for 6 years in the individual’s file, unless a longer
retention period applies based on other state or federal law.
2.

3.
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Criteria for Determining Not to Agree to a Restriction and When
Restrictions Don’t Apply. Departments should consider the following
criteria in determining whether to allow a restriction:
a.

Extent to which the restriction on uses or disclosures of
information would adversely affect the quality of the individual’s
care or services;

b.

Extent to which the restriction would limit or prevent department
from fulfilling contractual obligations, including to make or obtain
payment for services;

c.

Extent to which the restriction would prevent uses and disclosures
permitted or required to the individual, or where the use or
disclosure does not require the individual’s permission when it
otherwise should;

d.

An agreement to restrict the use and/or disclosure of information
would not prevent department from using and/or disclosing the
information for the following purposes:
i.

For the purpose of inclusion in department’s directory;

ii.

In the event of emergency situations, except for restrictions
requested by participants in Alcohol and Drug or
Vocational Rehabilitation (42 CFR Part 2 and 34 CFR).
See Emergencies section below. If restricted information is
disclosed to another health care provider during the course
of providing emergency treatment, department must request
that the health care provider not further disclose use or
disclose the information.
The emergency exception
provisions above do not apply for Alcohol and Drug or
Vocational Rehabilitation participants (42 CFR Part 2 and
34 CFR) where department may be prohibited from
denying individual requests for restrictions on uses and
disclosures of their information regarding treatment or
rehabilitation.

iii.

Any of the uses and disclosures which do not require an
individual’s written authorization or an opportunity to agree
or object.

Agreement to Restrict:
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4.

D.

a.

If a department agrees to an individual’s request for restriction, it
will document the PHI and uses and disclosures to which it applies
in the individual’s file;

b.

Departments will not use or disclose information that violates the
restrictions;

c.

Departments will inform the applicable business associates of its
agreement to restrict and require that business associates comply
with such agreement;

d.

An agreement to restrict shall remain in effect until it is terminated,
or PHI is no longer part of a designated record set.

Terminating Restriction: Departments may terminate its agreement to a
restriction if:
a.

The individual agrees to or requests termination of the restriction
in writing;

b.

The individual orally agrees to, or requests termination of the
restriction. Departments will document the oral agreement or
request in the individual’s case record file; or

c.

Departments informs the individual that the department is
terminating their agreement to the restriction, except that this
termination is effective for PHI created or received only after it has
informed the individual. Information created or received while the
restriction was in effect shall remain subject to the restriction.

Right to Request Confidential Communications.
1.

General. A department shall provide individuals with a right to request
receipt of confidential communications involving PHI by alternative
means or locations, and will, to the extent practicable, accommodate any
such reasonable requests. A department may require the individual to
make the request in writing. Otherwise, the department should document
the individual’s request in their file.
Regardless of this right, in some cases sensitive health information or
health services must be handled with strict confidentiality under state law.
Information about substance abuse treatment, mental health treatment and
certain sexually transmitted diseases may be subject to specific handling.

2.

WD ap/Ch4Sec10/T

Conditions to Providing Confidential Communications.
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3.

4.

E.

a.

The individual must specify the preferred alternative address or
other method of contact. For example only, this may include by
mail, e-mail, fax or telephone;

b.

When appropriate, information as to how
department’s services, if any, will be handled;

c.

Departments which provide health care services may not require an
explanation from the individual as to the basis for the request as a
condition to providing the confidential information.

for

Termination of Agreement to Provide Confidential Communications:
Departments may terminate their agreement to an alternative location or
method of communication if:
a.

The individual agrees to or requests termination of the alternative
location or method of communication. A department should
document the oral agreement or request in the individual’s
department case record file;

b.

A department shall inform the individual that it is terminating the
agreement to the alternative location or method of communication
because the alternative location or method of communication is not
effective. A department may terminate their agreement to
communicate at the alternate location or by the alternative means
if:
i.

The department is unable to contact the individual at the
location or in the manner requested; or

ii.

If the individual fails to respond to payment requests if
applicable.

Documentation and Record Retention: All documentation regarding a
individual’s right to request a restriction on the manner and/or method of
confidential communications, the individual’s request, and any denials or
agreements, will be maintained by the department for a period of not less
than six (6) years from the date that the documentation was first created or
last in effect, whichever is later, unless a longer retention period applies
based on other state or federal law.

Right to Accounting.

WD ap/Ch4Sec10/T

payment
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1.

General: An individual has the right to receive an accounting of the
disclosures made by a department of the individual’s PHI, with certain
exceptions.

2.

Exceptions to Accounting: Disclosures that are not required to be tracked
and accounted for include those:

WD ap/Ch4Sec10/T

a.

To the individual about his or her own information;

b.

Pursuant to the individual’s authorization;

c.

Made to persons involved in the individual’s health care (e.g.,
family members);

d.

To carry out treatment, payment, and health care operations, with
the following exceptions:
i.

When a community health care provider discloses the
individual’s identity for emergency treatment, scientific
research, program evaluation, peer review, fiscal audits, to
another government agency for securing compensation for
services, such provider shall prepare, and include in the
permanent records of the provider, a written statement
indicating the reasons for the disclosure, the written
accounts disclosed and the recipients of the disclosure;

ii.

When a department acquires an electronic health record on
or before January 1, 2009, an individual does have a right
to an accounting of disclosures of PHI from that record
made by the department to carry out treatment, payment
and health care operations for such disclosures occurring on
or after January 1, 2014, subject to any extension by the
federal Health and Human Services agency.

iii.

When a department acquires an electronic record after
January 1, 2009, the right to an accounting of disclosures
described in this subsection E.2.d.ii. apply to disclosures
after the later of the following: January 1, 2011 or the date
that it acquires the electronic health record, subject to any
extension.

iv.

The federal Health and Human Services agency may extend
the applicable disclosure dates in ii. and iii. above, and in
that event the modified applicable disclosure dates shall
apply.
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3.
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e.

That occurred prior to April 14, 2003.
*
Exception: Community health care providers required to
account for pre-April 14, 2003, disclosures where identity
disclosed for emergency, research, program evaluation,
peer review, etc.;

f.

To correctional institutions or law enforcement officials having
lawful custody of an inmate.
*
Exception: Same exception as in d. above;

g.

Made as part of a limited data set;

h.

For the facility directory or to person involved in the individual’s
care, or other notification purposes permitted under law;

i.

For national security or intelligence purposes.

Content of Written Accounting: The written accounting shall meet the
following requirements:
a.

Include disclosures of PHI that occurred during the six (6) year
period prior to the date of the request (or shorter time period, if so
requested by the individual), excluding disclosures made prior to
the compliance deadline date of April 14, 2003 and except for
electronic health records where only disclosures occurring during
the three (3) years prior to the date of the request (or shorter based
on individual’s request) is required to be part of the accounting;

b.

Include the dates of each disclosure for which the individual is
entitled to an accounting;

c.

Include disclosures made to or by department’s business
associates;

d.

Identify the name (and address, if known) of the entity or person
who received the PHI;

e.

Include a brief description of the PHI that was disclosed;

f.

Include a brief statement of the purpose for each disclosure or, in
lieu of such a statement, a copy of the authorization or written
request for disclosure; and
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g.

4.

5.
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For multiple disclosures made during an accounting period to the
same person or entity for a single purpose or pursuant to a single
authorization, the response will include:
i.

The information required in 1.-6. for the first disclosure in the
accounting period;

ii.

The frequency, periodicity, or number of disclosures made
during the accounting period, and

iii.

The date of the last such disclosure.

Response Time: Departments will provide an accounting within 60 days
of the date of receipt of the request for an accounting. If the department is
unable to respond within 60 days, the department may extend the time by
an additional 30 days, but only if:
a.

The department notifies the individual in writing of the need for an
extension of time to respond, stating the reason for the delay and
identifying the date by which department will respond; and

b.

The department has not taken any other extensions of time with
regard to this particular request for an accounting.

c.

Notwithstanding these 60 day and 30 day deadlines, the
individual’s right to receive an accounting of disclosures of PHI
must be suspended if a health oversight agency or law enforcement
official provides a written statement asserting that the provision of
an accounting would be reasonably likely to impede the activities
of the agency or official and specifying a time period for the
suspension. Such a suspension may be requested and implemented
based on an oral notification for a period of up to 30 days. Such
oral request must be documented, including the identity of the
agency or official making the request. The suspension may not
extend beyond 30 days unless the written statement described
herein is submitted during that time period.

Fees: Departments will provide the first accounting to an individual, in
any twelve (12) month period, without charge. For any additional
accounting requested during that same twelve (12) month period, the
department will charge a reasonable cost-based fee. At the time of
providing the first accounting, departments will notify the individual of
the fee to be charged for such additional accountings. The department
may charge the fee for each additional accounting, provided the
department:
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SUBJECT:
I.

4/22/2010
Date
USES AND DISCLOSURES FOR RESEARCH PURPOSES AND WAIVERS

Purpose.
The purpose of this procedure is to specify when a department may use or disclose
information about individuals for research purposes.

II.

Scope.
See County GENERAL - PRIVACY OF PROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue 2, paragraph IV.C., D., and E.

III.

Amendments This procedure may be amended by the County Administrator.

IV.

Administrative Policies and Procedures
A.

General. Departments may use or disclose an individual’s PHI for research
purposes with the individual’s written authorization, or without authorization
under limited circumstances. De-identified information, including limited data
sets may be used or disclosed for research purposes consistent with the County
procedure USE AND DISCLOSURE OF DE-IDENTIFIED INFORMATION
AND LIMITED DATA SETS.
1.

Research With Written Authorization.
a.

The individual’s authorization must meet all the requirements
described in County procedure USE AND DISCLOSURE OF
PERSONAL HEALTH INFORMATION (PHI) PURSUANT TO
INDIVIDUAL’S WRITTEN AUTHORIZATION, paragraph
IV.C., and may indicate as an expiration date such terms as “end of
research study,” or similar language.

b.

An authorization for use and disclosure for a research study may
be combined with any other type of written permission for the
same research study.
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c.

2.

If research includes treatment, the researcher may condition the
provision of research related treatment on the provision of an
authorization for use and disclosure for such research.

Research Without Written Authorization. A department may use or
disclose and individual’s PHI for research purposes without the
individual’s written authorization provided that:
a.

For written accounts under ORS 179.505, the individual’s identity
should not be disclosed, except when the disclosure is essential to
the research, or when the disclosure benefits the provider or
individual;

b.

For drug and alcohol records, to qualified personnel for the
purpose of conducting scientific research, provided such personnel
do not identify, directly or indirectly, any individual in any report
of such research, or otherwise disclose the individual’s identity in
any manner.

c.

For all other PHI, department obtains documentation that a waiver
of an individual’s authorization for release of information
requirements has been approved by either:

d.

i.

An Institutional review Board (IRB); or

ii.

A Privacy Board that:
A.

Has members with varying backgrounds and
appropriate professional competency as needed to
review the effect of the research protocol on the
individual’s privacy rights and related concerns;

B.

Includes at least one member who is not affiliated
with the department, not affiliated with any entity
conducting or sponsoring the research, and not
related to any person who is affiliated with any such
entity; and

C.

Does not have any member participating in a review
of any project in which the member has a conflict of
interest.

Documentation required of IRB or Privacy Board when granting
approval of a waiver of an individual’s authorization for release of
information must include:
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i.

A statement identifying the IRB or Privacy Board that
approved the waiver of an individual’s authorization, and
the date of such approval;

ii.

A statement that the IRB or Privacy Board has determined
that the waiver of authorization, in whole or in part,
satisfies the following criteria:
A.

The use or disclosure of an individual’s protected
information involves no more than minimal risk to
the privacy of individual’s, based on at least the
following elements:
1.

An adequate plan to protect an individual’s
identifying information from improper use
or disclosure;

2.

An adequate plan to destroy an individual’s
identifying information at the earliest
opportunity consistent with the conduct of
the research, unless there is a health or
research justification for retaining the
identifiers or such retention is otherwise
required by law; and

3.

Adequate written assurances that the
protected health information will not be
reused or disclosed to any other person or
entity, except as required by law, for
authorized oversight of the research study,
or for other research for which the use or
disclosure of the protected information
would be permitted under this policy.

B.

The research could not practicably be conducted
without the necessary waiver; and

C.

The research could not practicably be conducted
without access to and use of the individual’s
protected information.

iii.

A brief description of the PHI for which use or disclosure
has been determined to be necessary by the IRB or Privacy
Board.

iv.

A statement that the waiver of an individual’s authorization
has been reviewed and approved under either normal or
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ADMINISTRATIVE PROCEDURES
MANUAL
Chapter 4
Section 12
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4/22/2010
Date

SUBJECT:
I.

USE OR DISCLOSURE FOR MARKETING

Purpose.
The purpose of this procedure is to address use and/or disclosure of PHI for purposes of
marketing pursuant to an individual’s written authorization.

II.

Scope.
See County GENERAL - PRIVACY OFPROTECTED HEALTH INFORMATION
(PHI) procedure, APM Chapter 4, Section 1, Issue, 2, paragraph IV.C., D., and E., and
subject to the provisions of that procedure

III.

Amendments.
This procedure may be amended by the County Administrator.

IV.

Administrative Procedures
A.

B.

General. A department shall obtain an individual’s written authorization prior to
using or disclosing an individual’s PHI for purposes of marketing, unless an
exception applies as stated below.
Definition of Marketing.
1.

Marketing means communications made to an individual about a product or
service that encourages the individual to purchase or use the product or
service. However, the definition of marketing does not include
communications made by department to an individual which:
a.

Describe a health-related product or service (or payment for such
product or service) that is provided by, or included in a plan of benefits
of, department, including communications about the entities
participating in a health care department network or health plan
network; replacement of, or enhancements to, a health plan; and
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health-related products or services available only to a health plan
enrollee that add value to, but are not part of, a plan of benefits;

2.

C.

b.

Are for the treatment of the individual; or

c.

Are for case management or care coordination for the individual, or to
direct or recommend alternative treatments, therapies, health care
departments, or settings of care to the individual.

Marketing also means an arrangement between department and any other
entity where a department discloses PHI to the other entity, in exchange for
direct or indirect remuneration, in order for the other entity or its affiliate to
make a communication about its own product or service that encourages the
individual to purchase or use that product or service.

Written Authorization Required
1.

Any communication made for purposes of marketing involving the use or
disclosure of individual PHI may only be made upon obtaining an
individual’s written authorization.

2.

Any marketing communication made pursuant to an individual’s written
authorization which involves direct or indirect remuneration to department
from a third party must state such on the written authorization form. As to
electronic records, the authorization must also state whether the PHI can be
further exchanged for remuneration by the entity receiving the PHI unless
the purpose of the exchange is for:
a.

Research; or

b.

Treatment of the individual, subject to any regulation to prevent PHI
from inappropriate access, use, or disclosure; or

c.

Health care operation related to sale, transfer, merger, or consolidation
of all or part of the covered entity with another covered entity, or an
entity that will become a covered entity following the exchange; or

d.

Remuneration that is provided by a department to a business associate
for activities involving the exchange of PHI that the business associate
undertakes on behalf of and at the specific request of the department
and pursuant to the business associate agreement.

e.

Providing an individual with a copy of the individual’s PHI.3.
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